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settings 



Location privacy settings 



Webcam privacy settings 



Microphone privacy settings 



settings for other devices 



Choose how much search info 
you want to share with Bing 
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Let apps use my webcam 

Off |t- 



Bing T ranslator 
Calendar 
Flipboard 
Food & Drink 
Mail 

OneNote 

People 

Skype 
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Other devices 
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Let apps use my microphone 
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Bing Translator 



Skype 




Sound Recorder 
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Control Panel (6) 

I® Location and Other Sensors 
Change location 

I® Enable location and other sensors 

Documents (5) 

E3j Internet2-0verview.ppt 
Python. ppt 

a] Windows Vista Security. ppt 

Microsoft OneNote (1) 

Nl What s New in OneNote 2010? 

Microsoft Outlook (15) 

_j Integrate Ubuntu with Windows 7; Ask the Readers: Do You Use... 
XP Mode for Vista; Movie Libraries in WMC; Similar Sites in Chr... 
Quick Launch App Launcher; ResizeTT; Restore files in Windows... 



See more results 



I location! X 1 




Shut down 
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O 

Enable location and other sensors 

Sensors can detect information about your computer's current location, surroundings, 
and more. Once a sensor is enabled, all programs and users can access it. Sensors that 
are not enabled are still installed on your computer. T o enable a sensor, select the 
check box next to it. You can also click the sensor for more details. 



Sensor Enabled 



|5]j| Geosense Location Sensor 
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J^-Apply 
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Tor Status 




Connecting to the Tor network 

Establishing a Tor circuit 




Please wait while we establish a connection to the Tor network. 

Open Settings Exit 
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About Tor 
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i Seorch or enter address 



C Q> Search 




Congratulations! 

This browser is configured to use Tor. 

You are now free to browse the Internet anonymously. 

Test Tor Network Settings 




El 

Search securely with Disconnectme. 

( \ 

You Can Help! 

There are many ways you can help make the Tor 
Network faster and stronger: 

• Run a Tor Relay Node » 

• Volunteer Your Services » 

• Make a Donation » 

V / 



The Tor Project is a US 501(c)(3) non-profit dedicated to the research, development, and 
education of online anonymity and privacy. Leant more about The Tor Project » 
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What Next? 

Tor is NOT all you need to browse 
anonymously 1 You may need to change some of 
your browsing habits to ensure your identity 
stays safe. 

Tips On Staving Anonymous » 
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About Tor 

S' 



Search or enter address 





New identity 

New Tor Circuit for this Site 




Privacy and Security Settings... 




Tor Network Settings... 




Check for Tor Browser Update... 
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Tor Browser 
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Privacy and Security Settings 



Privacy Settings 

0 Don't record browsing history or website data (enables Private Browsing Mode) 
0 Disable browser plugins (such as Flash) 

0 Restrict third party cookies and other tracking data 
0 Change details that distinguish you from other Tor Browser users 



Security Level 



High 



Medium-High 



Medium-Low 



Low (default) 

Custom Values 



At this security level, the following changes apply 
(mouseover for details): 

HTML5 video and audio media become dick-to-play via 
NoScript. 

Some JavaScript performance optimizations are disabled. 
Scripts on some sites may run slower. 

Remote JAR files are blocked. 

Some mechanisms of displaying math equations are 
disabled. 





OK 


Restore Defaults 


Cancel 
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Check for Tor Browser Update... 
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Open menu 
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New Window 
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Save Page 
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Print 
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Full Screen 
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Options 
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aboutconfig| 




2 

This might void your warranty! 



Changing these advanced settings can be harmful to the stability, security, and performance of this application. You 
should only continue if you are sure of what you are doing. 

V Show this warning next time 



I'll be careful, I promise! 
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4* O Firefox aboufcconfig 



Search: media. peerconnection 



Preference Name 

media. peerconnection. capture_delay 
media, peerconnection. defaultjceservers 



media.peerconnection. enabled 



media. peerconnection. ice.loopbs 
media. peerconnection. identity.er 
media, peerconnection. identity .tir 
media, peerconnection.turn.disab 
media. peerconnection. use_docut 
media, peerconnection.video.enaorea 
media. peerconnection.video.h264_enabled 



Toggle 

Copy 

Copy Name 
Copy Value 
New 

Reset 



Status 


Type 
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default 
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50 
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[{"urls": [ 
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boolean 
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ebrtc-ips/ 



Demo for: https://github.com. diafvgi. webrtc-ips 

This demo secretly makes requests to STUN servers that cai 

Your local IP addresses: 

Your public IP addresses: 

Your IPv6 addresses: 
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Ads :Adblock 

https://addons.mozilla.org/en-:uflf^^t/<-L/?2^ J\Pufo/£. cr'vo 

US/ firefox/ addon/adblock-plus 
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Print . 
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^ave page at. 
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Ctrl. F 
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tdit Cut Copy 


Faste 


Abcul Goode Chrome 
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Relaunch. Chrome in Windows 8 mode 


E>it Ctrl 


.Shifts 
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3$ Settings 



'omc://sct:ings 



Settings 

Default browser 

Tn€ default trowser is currently Go oqle Chrome 
Privacy 

- t ent sayings.. CSear browsing data... | 

Google Gimme may ikp -jwph wrvirip* to improve your b roved og Fvpprimrp Yrai maynpti 
wivirpt learn mom 

Ml Use a web service to Kelp resolve navigation errors 

^ Use a prediction service to he p Qomplece searches End URLs typed in the address bar 

search bex 

Ml Prafetch resources to load pages more quickly 

Automatically report details oF poss b he security incidents to Coogle 
I*/ 1 , Enable ahishinc and mdwarc projection 
I J Use a web service to help resolve spelling errors 

Autnmati rally s^nrl Linage dalkrirc and rrasn npirrfa In Gonglp 

ffl Serd a 'Do Not Track? request with your browsing traffic 
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Chrome 

A.ppes ranee 

Get themes Reset to default theme 

Settings 

i Short/ Home button 

a LJ Always show the bookmarks bar 

Search 

Set which search engine is used when searching from the omn box . 

Google w Manage search engines-. 

Enable "Ok Google" to sta"ta voice search Learn mere 

People 

Person 1 (current) 



Ml Enable Guest browsing 
0 Let anyone add a person to Chrome 



Adc person... 




Remoi/e,,, ( 


Import boocm arks and settings... 



Default browser 

The default browser is currently Google Chrome. 

Show c jivorccc sat-.ings... 
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Content sett ngs 
Plugins 

• Run all plugir content 

Letect ard run important pt u :j in content 
Let rre choose when to run p ugin content 
Manage exceptions.. 

Manage 'n dividual plug 

Pop-upi 

Allow all sites to show poo-ups 

* Lo not allow any site tc snow pop-ups ; recommended) 

Manage exceptions.. 

Location 

Allow oil iitesto track you r physical Iccator 

Askwher a site trier to trade 'rcur physical location (recommended) 



• 1 Co not allow any site to track your p 


nysical location 


Manage exceptions.. 
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https://addons.opera.com/en/extensions/details/noscript-lite/?display=en 
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Antivirus 
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https://kat.cr/bitdefender-total-security-2015-build-18-21-0-1497-x86-x64-incl-trial-reset-keys- 
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jMXU/.UQihoo 360 Total Security^TyC^t/7 

http://www.360totalsecurity.com/en/download-free-antivirus/360-total-security/?offline=l 
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Patch Up 

Update Record 
Advanced Settings 



360 Patch Up 




Security Updatc(s) Found: 71 

Selected: 71 Download size: 1101.81 MB 



Security' Updates for System 

k / KR2RFI0463 - VuIrwahilTtie'; in Microsoft OfTicp 
v' KB2910941 - Vulnerability in Microsoft Office ._ 
KD272G953 - Vulnerability in Microsoft Office. _ 
v' / KR291091h - Vulnerabilities in Microsoft Word 
V KB5956151 -Vulnerabilities in Microsoft Office... 
V' KD297S808 - Vulnerabilities in Microsoft Office... 
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2014-05-14 10073 MR © 

2014-12-04 129 MB © 

2014-12-10 2.95 MB © 

2014- 12-10 1 fi7 91 MR © 

2015- 03-11 172.03 MB © 

2015-05-13 12.13 MB © 
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Host Process for Windows Services 



Hosts 

O aU dspw42.akamai.net 
download.microsoft.com 
192.168 

download.microsoft.com 
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.<? Rufus 2.6.S1S 
Device 




Partition scheme and target system type 

GPT partition scheme for UEFI ^ 



File system 
FAT32 (Default) 



Cluster size 



16 kilobytes (Default) v 



New volume label 
TAILS 1.8.1 -20151218 




Format Options 






] Check device for bad blocks 


1 Pass v 


0 Quick f ormat 






0 Create a bootable disk using 


ISO Image 


■i 


0 Create extended label and icon files 






READY 



About... 




Log 




Start 




Close 



I device found 
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This image uses Syslimjoc 6.03/20150326 but this application only 
I A includes the installation files for SysfinuH G.0V2014- 10-06. 

As new versions of Syslinux are not compatible with one another, and it 
wouldn't be possible for ftufus to include them all, two additional files 
must be downloaded from the Internet ('IdlmuK.sys' and 'Idlinira.bss'): 

- Select Yes' to connect to the Internet and down load these files 

- Select 'No' to cancel the operation 

Note: The files will be downloaded in the current application drrectory 
and will be reused automatically if present. 
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:iJ? S 'i/^^r'^ 

Xtreme Rat 
DarkComet 
CometRat 
NJ rat 
Pandroa rat 
CyberGate 
BlackShades 



Novalite 



Droid jack 



98 y^ucDsdjsB 

.(Jfjsi 8 jsj&cijJjfc^ Run U^/Jtstart 

♦♦ ♦♦ ♦♦ ♦♦ £ V * 



y>/ £-j3j%)iy~\J /J^ Start 

** C +f ++ ++ ♦♦♦♦ ♦ 



-iJ‘/'/LJ)^;j'\j)\tjr -\ regedit 



-Lr/^j^HKEY LOCAL MACHINE ^C^- r 
♦ 

ij^(/i/i_(^yj^(J:i/windows (J^i/i/i-i^X^J^i/Microsoft i^i/l4-(^>^J^J^/Software 

_^tl/j(j^yr^4Ll^_(^>^J^J:i^policiesL^(/i/i-(^/J^Ui/CurrentVersion 

HKEY LOCAL MACHINE :tf* 



=>Software=>Microsoft=>windows=>CurrentVersion=>policies 
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1 File Edit View Favorites Help 




Computer 

HKEY_CLASSES_ROOT 

HKEY_CURRENT_USER 


>1 


HKEY_LOCAL_MACHINE 




HKEY.USERS 

HKEY_CURRENT_CONFIG 
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File Edit View Favorites Help 



Computer 

HKEY_CLASSES_ROOT 
HKEY_CURRENT_USER 
, HKEY_LOCAL_MACHINE 
>-l|t BCD00000000 
>.J HARDWARE 
C> -^ SAM 

SECURITY 



SOFTWARE 



, SYSTEM 
HKEY.USERS 

HKEY CURRENT CONFIG 
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File Edit View Favorites Help 



InstalledOptions 

Intel 

Intel Corporation 

Khronos 

LAV64 

Macromedia 

Macrovision 

McAfee 



Microsoft 



Mozilla 

MozillaPlugins 



$ 



File Edit View Favorites Help 



Transaction Server 
TV System Services 
uDRM 

UPnP Device Host 
VBA 

Virtual Machine 

Visio 

WAB 

Wbem 

WcmSvc 

WIMMount 



Windows 



Windows Defender 



$ 



File Edit View Favorites Help 



Windows 



CurrentVersion 



Help 

HTML Help 
ITStorage 

ScheduledDiagnostics 

ScriptedDiagnosticsProvider 

Shell 



$ 



File Edit View Favorites Help 



Media Center 

MMDevices 

MSSHA 

NcdAutoSetup 

N etwo rkServi ceT ri g g ers 

OEMInformation 

OneDrive 

OOBE 

Open With 

OptimalLayout 

Parental Controls 

Personalization 

PhotoManager 

PhotoPropertyHandler 



Policies 



PrecisionTouchPad 



_X jsyrlt' J Expl orer (^Policies /? 



J |>/J /■Xjf NoDriveTypeAutoRunXj^i^X-' 1 

N o Dri veT ype Auto . D WO R Dji (/MiXf -r new 







X 
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File Edit View Favorites Help 



>-J, PhotoPropertyHandler * 
a , Policies 

i ActiveDesktop 

j [X Attachments 



"(J Ex P! 



orer 



| NonEnum 
^ System 



Registry Editor 



_ n 



: a vo rites Help 



>- L PhotoPropertyHandler 
d Policies 

| jXii ActiveDesktop 

i Attachments 

! X Explorer 






• J 



NonEnum 



System 



PrecisionTouchPad 

Prelaunch 

PreviewHandlers 

PropertySystem 

Proximity 

PushNotifications 
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L, 



Reliability 



' J 



RenameFiles 
j Run 
RunOnce 

| SelectiveRemoteWipe 



Name Type 

^(Default) REG_SZ 

^o]ForceActiveDesktopOn REG_DWORD 
No ActiveDesktop REG_DWORD 
4 *o) NoActiveDesktopCha... REG.DWORD 



ojNoDriveTypeAutoRun 



REG DWORD 



Data 

(value not set) 
0x00000000(0) 
0x00000001 (1) 
0x00000001 (1) 
0x00000000(0) 



New 



Key 

String Value 
Binary Value 
DWORD (32-bit) Value 
QWORD (64-bit) Value 
Multi-String Value 
Expandable String Value 



l 
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egistry Editor 



Name Type 

•>(1 (Default) REG_SZ 

jio] ForceActiveDesktopOn REG_DWORD 
^NoActiveDesktop REG.DWORD 
^NoActiveDesktopCha... REG_DWORD 
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nr^ n\Atr>nn 



Modify... 

Modify Binary Data.. 

Delete 

Rename 



Data 

(value not set) 
0x00000000(0) 
0x00000001 (1) 
0x00000001 (1) 

fwwwufti ( 16785 ) 



Edit DWORD (32-bit) Value 



Value name: 



No Drive TypeAuto Run 



Value data: 



QxFF 



Base 

(•) Hexadecimal 
O Decimal 



OK 



Cancel 



~jJ J^-Ok OxFF Rvalue data <Cj\A - a 

♦ 
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-JjfO ff /^(^lAutoplay jtjri/ijsi PC and DeviceSy^v^L/u^Change PC Settings 

j£yi J \Pf j'yzijjj \ [f* 
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^\ekJ'&fj‘\£j)\£L- jr^lV^V cJ if vU?<£ 



i/I "\jtf ' (jliDUjy^l /j'ljtl^— 




— f M^\J\ Jl )\J^\JI^ if f MC-J\ 

C 



jflfjt Privacy /i^Vc^Settings A< (//L^ Start 

♦ 

-f-tl/j^^t/ildf^/Off / send Microsoft info about how I write.. .^General A 



Location 

Camera 

Microphone 

Speech, inking, & typing 

Account info 

Contacts 

Calendar 

Messaging 

Radios 

Other devices 



<- Settings 






□ X 


4r Settings 






□ X 


© PRIVACY 




Find a setting p 




© PRIVACY 




Find a setting P 


General 


Change privacy options 




General 


Getting to know you 





Let apps use my advertising ID for experiences across apps 
(turning this off will reset your ID) 

(• ) Off 

Turn on SmartScreen Filter to check web content (URLs) that 
Windows Store apps use 

(• ) Off 

Send Microsoft info about how I write to help us improve typing 
and writing in the future 



CD 0ff 



Let websites provide locally relevant content by accessing my 
language list 

CD Off 



Location 

Camera 

Microphone 

Speech, inking, & typing 

Account info 

Contacts 

Calendar 

Messaging 

Radios 

Other devices 



This will turn off dictation and Cortana 
and will clear info on your device that 
Windows uses to make better 
suggestions for you. 



w your voice and writing to 
II collect info like contacts, 
andwriting patterns, and 



Turn off n anc * Cortana and clears 



Stop i 



1 me 



Manage cloud info 

Go to Bing and manage perso 



lfo for t 



devi 



Learn mor 



inking, and typii 



v biaierr 



ufV A 6 & 2— i* Speech, inking & typing A 

l£u'v& 1 U , ^tj)iJLtj>ij'Sjfc~Stox) getting to know me 

♦ 

-j/jA.T urn off 

♦♦ «♦ 






Services i 



Services 



File Action View Help 



□ m 



ii i ► 



Services (Local) 



Services (Local) 
Diagnostics Tracking Service 

Stop the service 
Restart the service 



Description: 

The Diagnostics Tracking Service 
enables data collection about 
functional issues in Windows 
components. 



\ Extended ^Standard / 



* 

Name Description 


Status 


Startup Type 


Log On As 


> 


Desktop Window ... Provides De... 


Started 


Automatic 


Local Syste... 




DHCP Client Registers an... 


Started 


Automatic 


Local Service 




Diagnostic Policy ... The Diagno... 


Started 


Automatic 


Local Service 




Diagnostic Service... The Diagno... 


Started 


Manual 


Local Service 


1 


Diagnostic System... The Diagno... 


Started 


Manual 


Local Syste... 








-t Jf 




Dimmdrive Helper... Dimmdrive ... 




Disabled 


NT AUTH... 




Disk Defragmenter Provides Dis... 




Manual 


Local Syste... 




Distributed Link Tr... Maintains li... 




Manual 


Local Syste... 




Distributed Transa... Coordinates... 




Manual 


Network S... 




DNS Client TheDNSCIi... 


Started 


Automatic 


Network S... 




Encrypting File Sy... Provides th... 


Started 


Automatic 


Local Syste... 




Extensible Authen... The Extensi,., 


Started 


Manual 


Local Syste.., 




Cj^Fax Enables you... 




Manual 


Network S... 




Function Discover... The FDPHO... 


Started 


Manual 


Local Service 




Function Discover... Publishes th... 


Started 


Manual 


Local Service 




GalaxyClientService GOG Galaxy... 




Manual 


Local Syste.., 




GalaxyCommunic... Network co... 




Manual 


Local Syste... 


- 
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j'i^Tu^ command prompt cmd *&/' 



Microsoft Windows [Version 6 1 76013 

Copyn ght <£• 20 09 Microsoft C operation All rights rose w ed 

C ,| iWindows\Syste(nJ? > ?c stop DiagTrack 



e/i^i-t^yC^Run as administrator 






SERVTCE_NAM£ DiagTradt 

TYPE 10 W1 N 32^0 WM^PROC ESS 

STATE : 3 STOP_PEMDING 

i STOPPABLE. NOT_PAUSABLE ACCEPT3_PRESHUTDOWN) 
WIN32„EXiT_COOE 0 ,0.0: 

SERVlCE_£XfT_CODE 0 10x0) 

CHECKPOINT 0x3 

WAH_HtNT : 0x0 



C.Winito.7s\Sy stern 32>sc delete DiagTrack 
[SC] DeteteServhce SUCCESS 



sc stop DiagTrack 

<Sf\ 

sc delete DiagTrack 

uj/f\ 
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Brute Force/i/vy^jy-'i 
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c * ♦ ** •* 
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http ://ia601007.us. archive . org/ 4/ items/ asrarur/ asrarur . avi 
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Generate Key^i/i/^t^^^s Key Management jZj'i/4‘££/^{j'i£lfi 



f ‘ ■'*" Amn Al-Mujahed 



Encrypt Message 
Decrypt Message 
Encrypt File 
Decrypt File 

Key Management 






» Key Management 



SENDER KEYS 



RECIPIENT KEYS 



Import Private Key 

Generate Key 
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Key Management 



SENDER KEYS 



RECIPIENT KEYS 



Import Private Key 
Generate Key 

9711013b 



^ ok — /l^ivr"l^(usernanie Ad^^^-A 



~Uf4z ifc'Z'jy'S £ l^-££6*-i> 













-t/Zj^Recipient keysji key management V 

i^T/^/^/Paste from clipboard From Text /ic/yj^import public key o~J ] A 



1 



2 



<^r Key Management 




C£ ■*'* Key Management 


sender keys recipient keys 


SENDER KEYS RECIPIENT KEYS 


Import Private Key 




Import Public Key 


Generate Key 




P^l 26d64ff2 




■ 
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< ; |ftf Select File H 

Current Folder: sdcardO sender keys recipient keys 

From Text lr nnnrt DjuMi^ l/ow 

■ Import Public Key 



‘U^Aj/iji-cy^d i 

_(/” (/import />T^(/ii_wT>?(jt^X//t/UTwiL^ Recipient Keys i/j^ 
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i ^f^/i^T/i/’:fy f export /^tz/j^l^Lr 

-i: ^ J>“ ^%/ 



6r^jiJl>(/i<^^/j^^iVi^ft'(y ? l//^>?/^iiri_^Ty4<t/k(j^Key management 

-i^/j^-Copy Public Key to Clipboard >k.>j> 










i 
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Key Management 



SENDER KEYS 



RECIPIENT KEYS 



import Private Key 
Generate Key 

9711013b 



Delete Private Key 

Rename Key 

Export Public Key 

Export Private Key 

Copy Public Key To Clipboard 

Copy Public Key With PHP T e 

Change Password 



Encrypt Messages tJ 

‘Ltf^Ar^iSWjj 

^(^yL^/^<LbEncrypt fftyjLL&LjsL-A 

-t^/J^copy message to clipboard < &fL- fj b y /j ' i w i < yl 

w w H ♦♦♦♦ 
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